UNITED STATES GOVERNMENT
FEDERAL COMMUNICATIONS COMMISSION
OFFICE OF INSPECTOR GENERAL

MEMORANDUM

DATE: October 28,2014

TO: David L. Hunt, Inspector General

CC: -, Deputy Inspector General
, Assistant Inspector General for Investigations, -, Investigatory

FROM:
Attorney, , Investigator

SUBJECT: Investigation into Abuse of Power by FCC Regional Director

Background of Investigation

On December 30, 2013 a
General (OIG) in which
1) commuatted perjury and 2

itten statement was provided to the Office of Inspector
alleges that EB Regional Director
made false statements in il written statements in
, 2 complaint filed b in March 2013 and is still pending before the
also alleges that ’s demial of a 2012 end-of-the-year perfonmance

was in retaliation for his providing testimony in an earlier EEO complaint,
, imvolving another -pchion employee.

! Agent, Federal Communications Commission (FCC) Enforcement Bureau (EB)_ District Office
Case Number: Case Title:
0IG-1-14-0017 Allegations of Perjury and False Statement in EEO Proceedings by FCC Regional Director
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REPORT OF INVESTIGATION (continuation sheet)

OIG Investigators undertook this investigation to determine whether- abused.
position as Regional Director by (1 i makiui.false statements in an EEO proceeding and/or (2

engaging in retaliation in denying a performance award in 2012, the same yea
was deposed in another employee’s case. We found no evidence of abuse of authority.

Scope Of Investigation

FCC OIG staff conducted interviews and reviewed and analyzed relevant materials as
detailed below.

Interviews of

i " Regional Director for the Enforcement Bureau (EB)
° , EEO Investigator at First Tech hired by the FCC fo conduct
g o oy y ' v Fedecal Coovimmioaions

Commission FCC Case Number

Background

Reg;loual Director for the Enforcement Bureau (EB) since
Region of the United States includin

OVEISEES €1

rectly reporlq to , EB Deputy Bureau
started at the Commuission in 1994 in the Cable Division, and has worked i the
Ofﬁce of General Counsel (OGC) and Office of Engineering Technology (OET).

was deposed in the case o (EEO Case
on June 5, 2012. In March 2013, iled an EEO complaint
Complaint) against- alleging that _’s decision to deny

onmnance av;a:d for the 2012 rating period was in retaliation or. participation in the
case

OIG Investigation

ZF claims participaling in an employment discriminalion proceeding, even as a witness is a protected activity.
Case Num Case Title:
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REPORT OF INVESTIGATION (continuation sheet)

The OIG investigation focused on two questions concerning potential abuse of power that
are essentially intertwined. First, did give a false statement to the FCC’s investigator in

F’s EEO proceedin when' ex| Lined. rationale for denying” a
erformance award; (2) was |l denia ofh ’s performance award in retaliation o_r.

participation in the case.

False Statement Relative to Performance Award

In furtherance of the Complaint,m was inferviewed by EEO Contract
Investigator Y explained that, to determine

on or about October .
performance awards, lill: (1) conferred with the Region District Directors, Deputy
Regional Director and Regional Counsel on preliminary recommendations for performance

awards of- Region empIOﬁcs; (2) approved submitted supporting justifications and

write-ups for employees in the Region offices from recommending officials; (3),
approved awards for* egion employees as the approving official and; (4) submitted
the- Region award paperwork to the Enforcement Bureau Front Office for approval and
processing. In this case, the paperwork was submitted to EB’s Front Office on July 31, 2012.

S eciﬁcally,- to]dH th_at.,_, consulted with
Region Counsel who, during the 2012 performance period had worked closely

wit and Sr. Agent office cases. As part of [JJj
review of every sanction proposed by the agents, reviewed the Enforcement
Bureau Activity Tracking System (EBATS) for sufficiency and completeness of evidence
supporting the sanction. (EBATS is the database that stores factual entries,
mspection/investigative files and evidence for every case handled within the office).

did not consult with Acting District Director , as . had just been named Acting District
Director several days before the award allocations were distributed to the Regions.

According to il statement in the— Complaint proceeding, and
discussed and reviewed the criteria, data, analysis and justifications for awards for th
discussed and explained the basis and

I Office staff. also stated that
Jusfification for receiving no awar wnh. supervisors.*

i Page 3, Testimony
4 Page 7. Testimony
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REPORT OF INVESTIGATION (continuation sheet)

a performance award in 2012 because
performance did not improve the efficiency, effectiveness, or economy of the FCC;

performance was not beyond normal duties, and il did nothing special or si
recognition.’ In additiou,- stated that ’s performance o
responsibilities was not what was expected of a

neglected to follow established guidelines and protocols;

In the - Complaint proceeding, explained that did not receive

did not meet the criteria. stated that

ificant warranting

duties and
_’s level of experience; .

made erfors in researching

-13 with

background information, documenting case evidence, an: ing sanctions; and. had
difficulty following instructions.

assigned to

an interview conducted by OIG investigators, - was specifically asked to clarify and
explain the notations found in EBATS, which was supplied by* in. original
complaint. As voted above, EBATS is a record keeping system 1n w

Agents log their efforts when working a case. During the- Complaint interview
stated Jlll had to “send a senior agent on the case” in question to locate the source of a signal as

Iu‘ written response to the EEO investi gator,-, addressing a particular case

, stated:

went out on the case about nine different times,
attempting to find the signal, but failed. Because this was a critical
infrastructure interference matter, the case had to be reassigned to
the Sr. Agent who found the source of the interference . first
time out.

It is this statement that - alleges to be false.

OIG investigators reviewed the EBATS entries related to the statement in question. In

Enforcement Bureau

had been unable to do so over a several month period. also stated that the

senior agent located the source of the signal on the first try.

However, the EBATS history appears to show that the senior agent may have actually

5
Page
$pa
Case Number:
0IG-I-14-0017

10, Testimony
10, Testimony
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REPORT OF INVESTIGATION (continuation sheet)

gone out three times, as opposed to once as stated by [JiJj in the EEO interview. ’

explained to OIG’s investigators that, on March 13, 2012, the senior agent,

, an did go out on the case in an attempt to track down the signal. On that same
y the signal was tracked to a single block area. No further tracking was completed that day as
the agents ran out of time. EBATS shows that H continued to work the case between
March 26, 2012 and May 10, 2012 and visited the general area 9 (nine) times but was unable to
locate the specific source of the signal. According to EBATS on May 4, 2012,— returned
to the single block area originally identified and determined the source of the signal to a specific
building. Access to all floors of the buildini was denied on that day for security reasons, but

and , another Region EB employee, were told by buildin
security that access could be granted 1n approximately one week. On May 15, 2012, and

were granted access to the building by security and the specific source of the signal was
ocated. and- were able to locate the signal as soon as access was granted.

Review of the Enforcement Bureau Activity Tracking System (EBATS) for the
cellphone complaint #; referenced by and
indicates thaii wenf out two (2) tunes to locate the interference instead of the one (1) time

referenced by . There is no dispute that _ went out nine (9) times and was
unable to locate the interference.

OIG investigators also interviewed _ The mvestigator stated that. did
not see any material difference of facts and did not see a need to verify information through
additional witnesses. [JJJj had no issue with [l s veracity in the EEO investigation which
would cause the EEO mvestigator to search for additional evidence.

While in the first instance, it is within the junisdiction of the EEOC to determine whether
made a false statement in theF complaint proceeding, we nevertheless conclude

that ’s explanation of the EBATS notations of the number of visits by the senior agent
versus il comunents made to the EEO investigator were reasonable and justified. While the
senior agent was physically on the site three times, the explanation by of the

events/timeline gives credibility to . response and no falsehood should be associated will-
response.

" 1t is this statement that- alleges to be false/perjury.

Case Number: Case Title:

OIG-I-14-0017
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REPORT OF INVESTIGATION (continuation sheet)

Retaliation

F told OIG investigators that
’s deposition 1n thei case.

had no knowledge of the
substance o oreover, rovided
OIG no evidence denial of a performance award to il participation in the

case. Rather, 1s, in effect, requesting us to conclude that, because s
justification for the award denial included a statement th'at. alleges is false, the demial was
We cannot make such a leap. First, as stated above, we conclude that

unjustified, and ergo, was based on retaliation.
’S
statement to the EEO invest.iﬁtor was reasonable and justified. Regardless, even 1

statement had been false, adequately explained that the reason for not giving

a performance award was specifically based on the fact Ihat. did not perform at a
evel justifying and award and was unable to perform the job based on the standard of the GS13
(not merely on the singular incident upon which the alleged false statement focusses).

Recommendation

Because we found no merit to the allegations presented by- it is recommended
that this case be closed out without further investigation.

Case Number: Case Title:

OIG-1-14-0017
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UNITED STATES GOVERNMENT
FEDERAL COMMUNCIATIONS COMMISSION
OFFICE OF INSPECTOR GENERAL

MEMORANDUM

DATE: September 15, 2014

TO: David L. Hunt, Inspector General, Federal Communications Commission

CC: -, Deputy Inspector General, Federal Communications Commission

FROM:

, Assistant Inspector General for Investigmions,-, Investigator,
, Computer Forensics Investigator

sussec: [

Bac

ound

The Office of Inspector General had received information ﬂlal_ -) an
employee in CGB may have been sellinF items while on official duty hours and that some of the

items may have been counterfeit.

was mterviewed by OIG investigators who also

conducted a forensic examination o computer,

Findings:

The forensic examination found no evidence thal* was engaged in selling any type of
merchandise. During the interview, was directly asked i sells items while at work.
- responded by saying that il had sold things but that it has been “at least a year” since

Case Number:
0IG-1-14-0011

Case Title:
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REPORT OF INVESTIGATION (continuation sheet)

. last sold anything. explained thal. has sold gloves, hats, candy, wrapping paper
and cakes as part of fund raising efforts for a “steppers group” il and il sister are involved
with, as well as fo church and for il nephew’s school fund -raising efforts. When asked to
quantify the times il has sold items, il stated “a million times” over. forty year career.

did not solicit sales throughout the Commission, but would only approach
ends/coworkers who Jlll thought may be interested in the products. According to
of. sales were for profit at any time, and il sales efforts were conducted only dunn
lunch period. The merchandise was obtained through various fund raising vendors.
that il has accepted cash and checks and that the amounts were never over $10.

, none

stated

denied ever having sold knock-off/bootlegged/counterfeit items. . further denied
attempting to sell, or selling DVDs or CDs. mdicated il was a board member of the FCC
Recreation Association (FCCRA) for many years, but was not involved with selecting vendors
and claims no association with any of the vendors at any time.

FCC OIG has received allegations that vendors associated with the FCCRA sell counterfeit
merchandise, and at least one such vendor has admitted this. Thus, was provided a copy
of a letter that the Immigration and Customs Enforcement agency provides to individuals
regarding possession and/or sale of counterfeit merchandise.

Conclusion

Based on the forensic examination and responses to questions during the interview, we cannot
find evidence to suggest that is, or was involved in the selling of counterfeit/bootlegged
merchandise. However, even thou — admitted to selling fund-raising merchandise in the
building, short of time consuming surveillance or evidence provided by employees who
purchased goods from—, there is no way to either rebut - claim that Jil engaged in this
activity solely during her lunch hour, or whether what. exceeded acceptable limits of
personal activity. We had only a vague allegation from the whistleblower and found no evidence
to rehnt-’s statements, and we are not inclined to engage in surveillance in this case.

Recommendations

Based on our findings, we recommend the investigation be closed without taking additional
action. *

Case Number: Case Title:
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: UNITED STATES GOVERNMENT
FEDERAL COMMUNICATIONS COMMISSION
OFFICE OF INSPECTOR GENERAL

MEMORANDUM

DATE: September 16, 2014

TO: David L. Hunt, Inspector General

cC: -, Deputy Inspector General
, Assistant Inspector General for Investigations, -, Investigatory

FROM:
Altorney, , Investigator

SUBJECT: Gross Mismanagement And Gross Incompetence By-

Background of Investigation

On April 3, 2014, a Federal Communications Commission (FCC) employee
(WHISTLEBLOWER) in the [ office in the Enforcement Bureau (EB) filed a written
complaint with the Office of Inspector General (OIG) alleging ¢ ), my
supervisor at the Office is engaged in on-going gross mismanagement and / or abuse and
/ or waste.” On Apnl 7, 2014, WHISTLEBLOWER followed up with an additional email
complaint stating, “I'd like to add that- 1s a GS-15 and has not and cannot write anything
beyond a simple email. has never written a technical or legal summary of any sort,
cannot recommend a policy, cannot give coherent instructions verbally and much less in writing,
and- cannot review enforcement actions.”

Case Number: Case Title:
OIG-I-14-0020 Gross Mismanagement And Gross Incompetence By [}
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REPORT OF INVESTIGATION (continuation sheet)

Scope Of Investigation:

OIG reviewed the matter and determined the WHISTLEBLOWER’s allegations
concerned performance/management-related activities and thus more appropriately fell within
the jurisdiction of the operating Bureau.in the first instance. On April 8, 2014, Assistant

ector General for Investigations (AIGI) H referred the matter to
, Deputy Chief, Enforcement Bureau for action. On July 9, 2014,

the matter tm, EB’s former Acting Chief of Staff, an

- EB’s new

Findings:

On July 14, 2014, EB concluded its review of the WHISTLEBLOWER’s complaint and
forwarded its report to the OIG. EB’s findings indicate that there is a “larger, ongoing
management conflict between WHISTLEBLOWER and .” EB management in

and in DC have been actively working to resolve this conflict.’

Conclusion:

OIG has reviewed EB’s response and based on its evaluation, finds the allegations are
unfounded and no additional action is warranted. EB management is aware of the situation
between management and staff in the— office and 1s attempting to take proactive steps to
mitigate and abate the situation to the satisfaction of the WHISTLEBLOWER, while supporting
the mission of EB. Further steps and actions should be address by Labor Relations.

Recommendation:

It is recommended that this case be closed out without further investigation.

! Page 1. Enforcement Bureau Response to Office of Inspector General Conceming Gricvance filed by Whistleblower

Case Number: Case Title:
0IG-1-14-0020 Gross Mismanagement And Gross Incompetence By i
OFFICIAL USE ONLY
LAW ENFORCEMENT SENSITIVE INFORMATION
FCC Office of Inspector Genersl

Page 2 of 2




NON-PUBLIC
FOR INTERNAL USE ONLY

UNITED STATES GOVERNMENT
FEDERAL COMMUNICATIONS COMMISSION
OFFICE OF INSPECTOR GENERAL

MEMORANDUM

DATE: March 26, 2014

TO: Bureau Chief Public Safety and Homeland
Secunty Bureau, Aclmg Chief Human Capital Officer

FROM: David L. Hunt, Inspector/G (ﬁl&
susseCT: I

Attached hereto, and forwarded with my approval, 1s a memorandum concluding the Office of
Inspector General's inquiry into the above-captioned matter.

Attachment



UNITED STATES GOVERNMENT
FEDERAL COMMUNCIATIONS COMMISSION
OFFICE OF INSPECTOR GENERAL

MEMORANDUM

DATE: March 26, 2014
TO: David L. Hunt, Inspector General

CC: . Dcputy Inspecto

FROM: , Assistant In

Forensics Investigator, [} .
suBJECT: [

Computer

Overview

On March 12, 2014, ,» Chief of the Operations and Emergency Management
Division within the Public Safety and Homeland Security Bureau (PSHSB), contacted the
Assistant IG for Investigations and reported possible computer misuse (pornography) by one of
his employees. On March 15, 2014, the OIG Computer Forensics Investigator contacted

to obtain additional information related to the allegations. — suggested
contacting , the direct supervisor for the person suspected of computer misuse.
On March 18, 2014, the Computer Forensics Investigator spoke with about the
allegations. rovided an overview of the ] systems operated at PSHSB’s facility
in E B cplcined that, because of the unique nature of the work
being performed, the workstations used in the facility are not built on the standard FCC

baseline image. [l further explained that employees use a shared account on a
shared workstation to access the FCC network for Internet access and to check Qutlook email.

Case Number: Case Title:

OIG--14-0018 I
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REPORT OF INVESTIGATION (continuation sheet)

shared workstation to access the FCC network for Internet access and to check Outlook email.
Last] explained that the employee suspected of computer misuse,

, 1s a probationary employee and that the probatio. riod ends on April 7,
2014. Based on the allegations, OIG initiated an investigation o%. Specifically,
OIG investigated allegations that |l :sed 2 shared FCC computer to view
pomography.

Our investigation found evidence that used an FCC computer to view
pornographic material in violation of the Commussion’s directive and policies governing cyber
security.

Investigation
To investigate this matter, OIG investigators performed the following steps:
1. Obtained and reviewed screenshots of Mozilla browser history ortedly from the
I s <tion located in PSHSB's fucility mb
OIG received two (2) pages of browser history screenshots showing activity for the
period from March 7, 2014 at 7:16 am EST through March 9, 2014 at 7:51 am EST.
2. Obtained and reviewed Blue Coat firewall log for the period 3/8/2014 between the hours
of 7:00 am and 3:00 pm for client IP =
workstation) and web application = “YouTube.”

3. Obtained and reviewed event logs from the || v orkstation for the
period from 8/13/12 at 2:04 pm through 3/14/14 at 3:34 pm.

4. Obtained and reviewed the employee sign in log for the- Center for the March 2014
(log is erroneously marked “Mar 2012”).

5. Obtained remote access fo lhe_ workstation using EnCase Enterprise
and performed a limited scope forensic examnation of the workstation.

Finding: Prohibited Use of Government Equipment (Desktop Computer

Our investigation found evidence thatF used an FCC computer to view

OIG-I-14-0018

pornographic material in violation of ommussion’s directive and policies governing cyber
security.
Case Number: Case Title:
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REPORT OF INVESTIGATION (continuation sheet)

FCC Directive FCCINST 1479.4, entitled “FCC Cyber Security Program” and effective May 1,
2011, establishes policy and assigns responsibilities for assuring optimal levels of protection
required for FCC data and information systems. Section 7.12 of the directive, entitled
“Authorized Network/Workstation System Users”, states that Users must:

e Read, sign indicating acceptance of, and comply with the FCC Computer System User
Rules of Behavior;

¢ Use FCC information system resources only for authorized FCC business purposcs,
except as provided by the FCC's limited personal use policy;

e Be aware of their responsibilities to comply with this directive;

The Commission’s Cyber Security Policy, version 3.5 promulgated by the Office of the
Managing Director and effective June 20, 2013, establishes the security policies, consistent with
Federal regulations, mandates, and directives for the protection of FCC data and information
systems using a risk-based approach. Section 2.0.2 of the Cyber Security Policy, entitled “Broad
Organizational Policies”, states the following:

o Staff must adhere to the security policies contained in FCCINST 1479 .4, this policy
document, and the FCC Computer System User Rules of Behavior (FCC Form A-201).

¢ Staff using FCC information systems or accounts must not participate in unethical, illegal
or inappropriate activities such as: for-profit commercial activities, pirating software,
stealing passwords, stealing credit card numbers, and viewing/exchanging inappropriate
written or graphic material (e.g., pornography).

Section 2.8 of the Cyber Security Policy, entitled “Policy Violation and Disciplinary Action”,
states that “Cyber security-related violations are addressed in the Standards of Ethical Conduct
for Employees of the Executive Branch (5 CFR Part 2635); FCC employees may be subject to
criminal, civil, or disciplinary action for failure to comply with the FCC security policy.”

Section 2.11 of the Cyber Security Policy, entitled “Internet Usage”, states that “You must not
use the Internet to view or download pornography.”

FCC Form A-201, entitled “FCC Computer System User Rules of Behavior” revised in January
2006, states that “Use of all computer resources, including personal computers, laptops, all parts

Case Number: Case Title:

0IG-1-14-0018
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REPORT OF INVESTIGATION (continuation sheet)

of the FCC Network, communication lines, and computer facilities are restricted to FCC-
authorized purposes only. A copy of FCC Form A-201 signed by on April 8,
2013 is included as Attachment #1 to this Report of Investigation.

To investigate the allegation, the Computer Forensics Investigator obtained and examined log
files from the PSHSB network, event lo workstation,
Internet browser history screenshots from the workstation and employee
sign in logs from the facility. In addition, the Computer Forensics Investigator obtained
remote access to the workstation and extracted and reviewed Mozilla
Firefox browser artifacts.

The employee sign in log from the- facili in— shows that
ﬁ andﬁ were I ﬂlei facility duning the day shift (7:00 am to 3:30
pm) on March 8, 2014 (the date of the alleged activity).

The Security Event Log for the workstation shows that the workstation was
used to access the Outlook maﬂwnon March 8, 2014 at
7:00:01 am EST. The log also shows that no other Outlook mailboxes were accessed from the
workstation on March 8, 2014. The Security Event Log for the
- workstation (the other workstation used byw- employees to access the
Internet and Outlook) shows that the workstation was used to access the Outlook mailbox for

accountlF on March 8, 2014 at 7:04:09 am EST. The Computer Forensics Investigator
did not any evidence that_ used theﬂ workstation to access
his Outlook mailbox on March 8, 2014.

The browser history screenshots, Blue Coat log files, and Mozilla Firefox history file obtained
from the workstation showed that the Mozilla Firefox browser on the
workstation was used to access eighteen (18) webpages that appear to
contain pornography based on the title of the webpage. To defermine if the webpages contained
pomographic material, the Computer Forensics Investigator used a workstation not connected to
the FCC petwork to navigate to the webpages. For those webpages that the Computer Forensics
Investigator was able to access’, the Computer Forensics Investigator briefly previewed the
video file and took screenshots showing video content. The detailed results of the examination
of webpages including screenshots showing video content are included in the Appendix to this

' The Computer Forensics Investigator was not able to access all eighteen (18) of the video files that appear to
contain pomographic material. Some of the video files were marked private and others had been removed from
YouTube. Private video files can only be seen by the person uploading the file and those persons designated by the
person uploading the file.

Case Number: Case Title:

OIG-I-14-0018
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REPORT OF INVESTIGATION (continuation sheet)

Report of Investigation.

In addition to showing access to webpages that appear to contain pomographic material, the
browser history screenshots, Blue Coat log files, and Mozilla Firefox history file obtained from
the workstation showed that the Mozilla Firefox browser on the

workstation was used to access a Yahoo Mail account four (4) times on
March 8, 2014 . The account name associated with the Yahoo Mail account is . The
Computer Forensics Investigator did not subpoena account information from Yahoo to determine
conclusively that this Yahoo Mail account is associated with . However, the
Computer Forensics Investigator believes that this Yahoo Mail account 1s associated with

based on the account name.

Conclusion

Our investigation found evidence that used an FCC computer to view
pornographic material in violation of the Commussion’s directive and policies governing cyber
security.

Recommendations

Attachment

Attachment #1 FCC Computer System User Rules of Behavior signed by || N o
April 8, 2013

. Themahoo Email account was accessed at 07:07 hours, 09:34 hours, 11:47 hours, and 13:06 hours on
March 8, i

Case Number: Case Title:
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REPORT OF INVESTIGATION (continuation sheet)

Appendix - Detailed results of the examination of webpages with screenshots showing video

content
Date/Time Webpage Name
3/8/2014 7:42:22 AM | http:/fevww.youtube com/watch?Tv=XmIN-SKzgQo » +18 Brasil Movie - Doce Delinio - YouTube
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- C Qw.yotﬁuﬁeénrﬁfrﬂ*l.lr<-"f‘arrh_qn?'\,'=‘.'~)ﬂ|A‘HJH'.WI::A_‘.'.1mi.=rir'~"r==% )
i apps T C [ Computer 3tutt 2 D 21 Fedensl Agencies ) forenulc tas ) Ferensics *] Home () News () Persoral () Professiond Osgn (™) Trai

g =- +18 Brasil Mowe Q
Youl D)

Vihatta Raen rhes v auoul 13,300 reaits

Wy Channe!

Did you mean: «10 Brazil Novie

+18 Brasii Movie | A Dama da Zona | Full Movie
CyBacoleBaumgan « 1 w2ek 300 « 153k Vigns

FCe MOVIES.Aew MOVICS NOTOr MOoVies Ll mosee full mdvies LaiesiFul
Mowe Laces! [ut Cagllisy Movie MUl Und: MeveCnglsh |

Sodlsl

f
e
& vy Subzopbon:
3
X

Histare

Q@ Vigich Later

PLAVUISTS
Bye Bye Brazll 1980 Movie Chp
by ialy Hot Talent « * mertk 3go « 1703 aves

Edliar mevia Ievar Coyjkahiar mar wio wonl ls maka iokan [ob itakan hatital 39 net
SIUTLIIEN MOoVie s 12130 LT moties il3ian

Wb Uked ddeos

SUBSCRIPTIONS

. EatnTreksCimting

rewse chamiels
O " 11 - #18 Brasll Movie _ As Delicias Da Yida _ Full Movie.mp4é
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REPORT OF INVESTIGATION (continuation sheet)

Date/Time Webpage Name
37812014 9:47:19 AM | hitp://www.youtube com/watch?v=-5f8YvigNtY » Playboy Swimwear Fashion Show - Miami Beach -
YouTube

N ™
€ - @ 5vevyoutsbecom varchies Sy

B oagps O Comenitn [ Computes S0alf T Detebanes [ Fodensd Agencion [ Foomielab ) Foramun [ Mo [ News [ Penondd [0 Probessionel Ongn. [ Trwming T dvchivm and Plsbory
YoulfD -

Q

tposy £
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REPORT OF INVESTIGATION (continuation sheet)

Date/Time Webpage Name
3/82014 9:47:35 AM | htp:/fwww.youtube.com/watch?v=01591-00UJ8 * TOPLESS MODEL SHOOT - YouTube

- __
& - C _ wwwyoutubecom, vwatth e IS eCLE
T Appt [ Commte T Compuber Sl ) Detubases [ Fudwval Rgencion [ Farvnnic Lab ] Ferermies [ Home [T Mews [T Penomsl 73 Prefessionad Orgs [ Training () Seuhvvon.send Habury

;fﬂlE' T a bpioad €
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REPORT OF INVESTIGATION (continuation sheet)

Date/Time Webpage Name
3/8/2014 9:49:38 AM | http://www.youtube.com/watch?v=1BRIuf6yb2c Sexy Bikini Girls! "Mexico' - YouTube
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REPORT OF INVESTIGATION (continuation sheet)

Date/Tume i’cbpl;: Name
3/82014 9:51:42 AM | httpy//www.youtube.com/watch?v=g-COifO1shk * Happy Boob Year 20101 - YouTube
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REPORT OF INVESTIGATION (continuation sheet)

Date/Time ifchplgc Name
3/82014 9:51:54 AM | http://www.youtube.com/watch?v=3KIO(54IGZoA » phim sex ching di viing vgr & nha mat minh ngoai
tinh 2014 - YouTube
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REPORT OF INVESTIGATION (continuation sheet)

Date/Tune

Webpage

Name

3/872014 10:40:32 AM

http://www._youtube.com/watchPv=LgrTYafxsbM
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REPORT OF INVESTIGATION (continuation sheet)

Date/Time Webpage Name
3/8/2014 104325 AM | Litp//wwrw youtabe com/watch?v=V6ZFICOKGBA » +18 Brasil Movie | A Dama da Zona | Full Movie -
YouTube
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REPORT OF INVESTIGATION (continuation sheet)

Date/Time

Webpage Name

3/812014 10:57-48 AM

http://www.youtube.com/watch?ve MadWWI1KYGUI * Swedish Fly Girls [1971) Full Movie 17+ - YouTube
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REPORT OF INVESTIGATION (continuation sheet)

Date/Time Webpage Name
3/872014 11:10:27 AM | http://www.youtube.com/watch?v=076YTYedg » Reformatdrio das Depravadas | Full Movie - YouTube
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REPORT OF INVESTIGATION (continuation sheet)

Date/Time

Webpage Name

3/872014 11:10:50 AM

http://www.youtube.com/watch ?v=krsuYeOBgXM Argentina Movie - Las guachas - YouTube
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REPORT OF INVESTIGATION (continuation sheet)

Date/Time

Webpage Name

3/872014 11:12:40 AM

http://www.youtube.com/watch?v=)Bz-ab-BCPg » USA Movie - Confessions of 2 Young American
Housewife - YouTube
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System |
_ User Rules of Behavior
POLICY FOR USE OF COMPUTER RESOURCES.

A» an emplovee of contractor of the Federal Communications Commission (FCC). vou are required 10 be aware of, and comply
wilh the FCC's pulicy an usage and security of computer resourees. per OMB Circular A-130. Appendix [, Use of ths |
system s for FOC authorized purpeses oaly,  Any other use may be misuse of Government propenty i vioktion of Federal
regulations. All mformation in this evstem is subject to access by aathonized FCC personnel at any tme, Individual asers have
no privacy inmerest in such information,

YOU ARE RESPONSIBLE FOR ALL ACTIONS PERFORMED WITH YOUR PERSONAL USER [D.

= UserlDs and passwords are for your individual use only. and are confidential FCC information

*  Your UserlD and password must be used solely 10 access computer resources for the performance of your official
FCC job functions. (Refer 10 5 CFR Pant 2633, “Standards of Ethical Conduet for Employces of the Executive
Branch ™)

| " i
! POLICY, STANDARDS, AND PROCEDURES MUST BE FOLLOWED. 1

= Use of all computer resources, including personal computers, laplops, al! parts of the FCC Network. communication
lines. and computing facilities arc restricted to FCC-authorized purposes only. i
= You must be awaire of. and abide by the “Computer Fraud and Abuse Act of 1986™ (Public Law 99-474), the civil T
and criminal penalties of the Privacy Act, the Trade Seerets Act (18 U.S.C. 1905), and vther Federal Regulations |
applying to unauthorized use of FCC files. records. and data, Training will be provided to educalc you about your !
respansibilities under these xtatutes, |

* Be sware that all computer resources assigned, controlled. accessed, and maintained by FCC employec and
conlractor personne! are subject 1o periodic test. review, and audit.

ACCESS TO INFORMATION MUST BE CONTROLLED.
= Access only the information for which vou are authorized, and have “need to know/access ™

* Do not leave computers logged on and unattended. Log ofT, use “lock workstation™ feature, or use access control
software (Le , Sereen Saver with password) during urattended use.

= [f'you know that a person, other than yourself. has used or is using vour userlD, you must repon the incident
immediately to your supervisor and the Computer Security Officer.

*  Take steps necessary 1o maintain security of computer files and reports containing FCC information.
YOU ARE RESPONSIBLE FOR THE PROPER USE OF YOUR COMPUTER RESOURCES.
s Only use FCC-approved software. and comply with vendor software license agreements.

*  Buck up your programs and data on a regular basix. and do not store sensitive or mission-critical daa on your PC’s
hard drive.

* Al FCC computer resources, including hardware, softwarc, programs, files. paper reporis. and data are the sole
propeny of the FCC.

USER CERTIFICATION

I certify that | have read the above statements, fully understand my responsibilitics, and agree 1o comply.
I recoguize that any violation of the requirements indicated above may be cause for disciplinary actions.

Signature: Dae: QY /CH 2

Return Form to: TW-C417

Form A-201
Revised January 2006




UNITED STATES GOVERNMENT
FEDERAL COMMUNCIATIONS COMMISSION
OFFICE OF INSPECTOR GENERAL

MEMORANDUM

DATE: April 28, 2014

TO: David L. Hunt, Inspector General, Federal Communications Commission

CC: -, Deputy Inspector General, Federal Communications Commission

FROM:

, Assistant Inspector General for Investigations,_, Investigator,
, Computer Forensics Investigator

susseCT: [ I . .

ckground

On February 3, 2014 a written statement was provided, by a person who requested anonymity, to
the Office of Inspector General in which the writer outlines various allegations concerning six (6)
individuals who work in the FCC Reference Information Center. The allegations included:

1. “Sleeping at their respective desks”

2. “No to minimal work production (with evidently, no accountability) with the only exception of
tending to plants located on the window sill.”

3. “Arguing with one another and the use foul langnage.”

4. “Constantly printing personal items of inferest.”

Case Number: Case Title:
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REPORT OF INVESTIGATION (continuation sheet)

. “Using the phones of others and at the RIC counter to make personal calls to creditors, etc.”
. “Falsifying time.”
. “Selling of products i.e. Avon, Bootleg DVDs, Clothing, Perfume, etc.”

. “Sitting together in chairs and looking out the window.”

O 0 <1 O WU

. “Talking to the Guard”

GS-11) is alleged to have committed time and attendance fraud by working fewer
hours than il tour of duty required, and spending considerable time while on official duty away
from. work area, copying numerous personal documents and talking and arguing on the phone
for long periods of time. The writer observed a general lack of any FCC-related work performed
by, or work product produced by

(GS-9) is alleged to often sleeping in her chair, selling Avon products and staring out
the window. The writer observed a general lack of any FCC-related work performed by, or work
product produced by

q (GS-12) is alleged to never do anything other than tending to the plants on the
window and collecting personal items from the printer as well as staring out the window.

*, (GS-9) who is physically located in the , 15 alleged to sleep at .
desk, play computer games or argue on the phone. 1 quent the Resource Information

Center to discuss topics of interest with other employees and does not appear to perform any
FCC-related work.

— (GS-10) is alleged to travel back and forth to the lunch room and “hang-out” at the
guard’s station. The writer observed on at least one occasion thatF stayed at the guard
station for the entire guard shift. The writer observed a general lack of any FCC-related work
pectoened by SR

The 6™ person named in the statement mm (GS-11) who was the subject of a
separate investigation that has since been forw to the Bureau.

Time and Attendance Rules

5 USC § 6101 - Basic 40-hour workweek: work schedules:; regulations

Case Number: Case Title:
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REPORT OF INVESTIGATION (continuation sheet)

(a) (1) For the purpose of this subsection, “employee” includes an employee of the
government of the District of Columbia and an employee whose pay is fixed and adjusted
from time to time under section 5343 or 5349 of this title, or by a wage board or similar
administrative authority serving the same purpose, but does not include an employee or
individual excluded from the definition of employee in section 5541 (2) of this title,
except as specifically provided under this paragraph.
(3) Except when the head of an Executive agency, a military department, or of the
government of the District of Columbia determines that his organization would be
seriously handicapped in carrying out its functions or that costs would be substantially
increased, he shall provide, with respect to each employee in his organization, that—

(A) assignments to tours of duty are scheduled in advance over periods of not less

than 1 week;

(B) the basic 40-hour workweek is scheduled on 5 days, Monday through Friday

when possible, and the 2 days outside the basic workweek are consecutive;

(C) the working hours in each day in the basic workweek are the same;

(D) the basic non-overtime workday may not exceed 8 hours;

(E) the occurrence of holidays may not affect the designation of the basic

workweek; and

(F) breaks in working hours of more than 1 hour may not be scheduled in a basic

workday.

S5USC B ic Vi

5 USC § 6302 - General provisions
(a) The days of leave provided by this subchapter are days on which an employee would

otherwise work and receive pay and are exclusive of holidays and non-workdays
established by Federal statute, Executive order, or administrative order.

According to the Federal Communications Commission’s Employee Handbook', page 16,
“Tours of duty will be established by the supervisor to cover an eight and one-half hour period,
including lunch, and will begin between 7:00 a.m. and 10:00 a.m. and end between 3:30 p.m. and
6:30 p.m.”

_ Findings: Time and Attendance Issues

' hitp://intranet fee.gov/docs/omd/hrm/employee_handbook/OMDEmployeeHandbook.pdf
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REPORT OF INVESTIGATION (continuation sheet)

On February 3, 2014 and April 8, 2014 Building Access Control Records were obtained and
reviewed for# covering the period from October 27, 2013 through April 7,
2014, which for this specific review, equaled 83 days of badge data. This review showed that

amassed a total of 27.45 hours that can be attributed to leaving before. regular
tour of duty.

On February 4, 2014 and April 8, 2014 Time and Attendance (T&A) records from the FCC
payroll office were obtained and reviewed for_ covering the same period. An excel
spreadsheet (attachment 1) was created showing arrivals and departures from the FCC
Headquarters building as well as any leave taken during the period reviewed. The review
indicated thatﬁ did not request leave for the 27.45 hours that [JJ] worked less than [JJj
tour of duty.

I Findings: Inappropriate Activities During Official Tour Of Duty

After reviewing the other alleged activities it has been determined that those issues, while
serious, are more appropriately addressed by Bureau Management, in the first instances, as
managers are best positioned to observe, and evaluate their employees’ on- the- job performance
and take appropriate remedial action if necessary.

- Conclusion:

Based upon the access control system badge data as well as the time and attendance data, it is
reasonable to conclude that has not followed the time and attendance rules relative to
. official tour of duty. However the other claims of inappropriate activity while on official
government time should be considered by Bureau management with appropriate action taken as
necessary to ensure performance.

After reviewing the alleged activities, it has been determined that those issues, while serious, are
more appropriately addressed by Bureau Management, in the first instances, as managers are best
positioned to observe, and evaluate their employees’ on- the- job performance and take
appropriate remedial action if necessary.
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REPORT OF INVESTIGATION (continuation sheet)

Recommendations
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UNITED STATES GOVERNMENT
FEDERAL COMMUNICATIONS COMMISSION
OFFICE OF INSPECTOR GENERAL

MEMORANDUM

DATE: August27,2014

TO: David L. Hunt, Inspector General

CC: -, Deputy Inspector General

FROM: . 2ssistant Inspector General for Investigations, [ NN Computer
Forensics Investigator

susJECT: FCC| . Vio!:tion of 5 C.FR § 2635.704 (Use of
Government Property)

Background of Investigation

In April 2014, the Office of Inspector General received allegations thal_ -
, was using the Commission’s computer network to
perform work related to several out51de tax and accounting businesses.

Scope of Investigation

The objective of this investigation was to determine if- used the Commission’s computer
network to perform work related to several outside tax and accounting businesses. To conduct
the investigation, FCC OIG investigators performed the following steps.

1. Obtained and reviewed FCC Directive FCCINST 1479.4, entitled “FCC Cyber Security
Program” and effective May 1, 2011. This Directive establishes policy and assigns
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REPORT OF INVESTIGATION (continuation sheet)

responsibilities for assuring optimal levels of protection required for FCC data and
information systems.

2. Obtained and reviewed the Commission’s Cyber Security Policy, version 3.5
promulgated by the Office of the Managing Director and effective June 20, 2013. This
policy establishes the security policies, consistent with Federal regulations, mandates,
and directives for the protection of FCC data and information systems using a risk-based
approach.

3. Obtained and reviewed FCC Form A-201, entitled “FCC Computer System User Rules of
Behavior” revised in January 2006.

4. Obtained and reviewed i s FCC Outlook Mailbox.
5. Obtained and rcvicwcd-’s network share.

Conclusions:

that used the Commission’s computer network to perform work related to several
outside tax and accounting businesses. In fact, we found correspondence betwccn- and
the Office of General Counsel (OGC) that demonstrates an effort of ’s part to cnsure that
there is no conflict of interest related t work for the outside businesses. Further, we
conducted a keyword search of the digital evidence using the names of the outside businesses
and did not identify any relevant email correspondence, Microsoft Office documents, Excel
Spreadsheets, or any other files.

Our investiiation did not substantiate the allegations. Specifically, we did not find any evidence

Recommendations

Based on our findings, we would recommend no further investigation into this issue at this time.
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UNITED STATES GOVERNMENT
FEDERAL COMMUNICATIONS COMMISSION
OFFICE OF INSPECTOR GENERAL

MEMORANDUM

DATE: August 18,2014

TO: David L. Hunt, Inspector General

CC: -, Deputy Inspector General

FROM:
Forensics Investigator,

, Assistant Inspector General for Investigations, _, Computer

, Investigator

SUBJECT: FCC Employee _, Prohibited Use of Government Issued Credit

Card-

Bac

that

Scope of Investigation

On June 18, 2014

office ha! been working on a case involving

had been informed byﬁ, agency program coordinator for travel, Financial

Operations that a notification was sent by J.P. Morgan/Chase Bank to the FCC indicatin
icious activity" on a government travel card issued to _, s
, International Bureau. On June 19, 2014, FCC OIG mitiated a prelimmary

"iossible ﬁ

investigation

round of Investigation

, Labor Relations, called , AIGI, and informed
. Subsequently

Case Number: Case Title:
01G-1-14-0028
OFFICIAL USE ONLY
LAW ENFORCEMENT SENSITIVE INFORMATION
FCC Office of Inspector General

Page 1 of3




REPORT OF INVESTIGATION (continuation sheet)

FCC OIG staff conducted interviews and reviewed and analyzed relevant materials as
detailed below.

Interview of [N

On June 19, 2014 a teleihone interview was conducted with .On

Wednesday June 11, 2014, received an email from the J.P. Morgan/Chase fraud section
indicating a possxble fraud alert for the travel card belonging to FCC employee
According to J.P. Morgan/Chase three (3) cash advances were taken using the travel card on
June 3, 2014 and June 4 2014 for a total amount of $480.11. The travel card was deactivated on
June 5, 2014. According to J.P. Morgan/Chase will not be pursing this issue as a frand
case as it appears to be a case of “user misuse”.

After receiving the fraud alert [l sent an email to ’s supervisor
an , Assistant Bureau Chief for Management —

1B, expl e report of
suspicious activity on the card and aslcm to call . To dateﬁ has not

responded to § request.
contactegb's who confinned that is not on
official travel and should not be usmg il travel card. further co ed that the

burean is curre ntli working with the FCC Labor Relations office i regard to issues they are

having with and mdmw has not been in the office in recent weeks.
voluntarily provided a copy of s J.P. Morgan/Chase travel card statement and
spreadsheet (attached) showing attempted use of the card.

——

. Bureau
Federal Communications Comnussion. Since approximately January 2014 jillalong with-
q, supervisor to , has been working with the FCC’s Office of Labor Relations
regarding issues with . According to h, - has been listed as AWOL

intermittently since January 2014.
advised that—is currently on administrative leave and is not being

allowed imnto the building, due to a possible medical condition, and is being required to bring in a

doctor’s note beforejiljwill be allowed to come back to work.

confirmed that is not on official government travel and that

as not responded to attempts to contact - regarding the suspicious charges on.

travel card.
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REPORT OF INVESTIGATION (continuation sheet)

Several attempts were made to contact J.P. Morgan/Chase fraud department in an effort
to determine if CCTV footage from any of the locations at which withdrawals were made would
be available for review. No response was received from J.P. Morgan/Chase. Additionally an
attempt to contact - by telephone was made but no response was received from

Conclusions:

Based on the information provided by and along with a review of the
travel card information and spreadsheet 1t appears that may have used the card without
authorization. However there is no monetary loss to the government as the employee is
responsible for the debt and the card has been cancelled eliminating any future possibility that
the card can be used. It ap thatF ’s management is dealing with other employment
related issues concemingﬁ and can include the misuse of the travel card in any action

they deem warranted.

Recommendations

ot o I

Attachments
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UNITED STATES GOVERNMENT
FEDERAL COMMUNICATIONS COMMISSION
OFFICE OF INSPECTOR GENERAL

MEMORANDUM

DATE: August 21,2014
TO: David L. Hunt, Inspector General

CC: - Deputy Inspector General

FROM: _, Assistant Inspector General for Investigations, _, Computer
Forensics Investjgator,_, Investigator

SUBJECT: FCC Employee |, Vio!ations of the Hatch Act, 5 U.S.C. §§ 7321-
7326

Background of Investigation

On June 21, 2014, the Office of Inspector General received an anonymous letter from “A
concern (sic) employee” alleging Hatch Act violations by
, Enforcement Bureau (EB). The letter states

, a former attorney with EB, recently resigned from the

Commussion to run for the office of the The letter
alleges that certain FCC employees, including , who are “friends of ” have been
“engaged on a daily basis in personal activities during the work day by surfing the internet using

their FCC computers to search for news about ’s candidacy” and “vsing the FCC email
network to send emails to colleagues at the FCC about ’s candidacy.” The letter
further alleges that when sends an email message about ; ‘-yemails conlain.
electronic signature showmg il official position and title at the
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REPORT OF INVESTIGATION (continuation sheet)

Scope of Investigation

The objective of this investigation was to determine if| used the Commission’s computer
network to engage in “partisan political activity” in violation of the Hatch Act and Commission
policies and directives. To conduct the investigation, FCC OIG investigators performed the
following steps.

1. Obtained and reviewed the Hatch Act as contained in 5 U.S.C. §§ 7321-7326.

2. Obtained and reviewed the FCC Office of General Counsel (OGC) B’I’HICSg;tam from
October 2011 addressing the Hatch Act.

3. Obtained and reviewed FCC Directive FCCINST 1479 4, entitled “FCC Cyber Security
Program” and effective May 1, 2011. This Directive establishes policy and assigns
responsibilities for assuring optimal levels of protection required for FCC data and
inforination systems.

4, Obtained and reviewed the Commission’s Cyber Security Policy, version 3.5
promulgated by the Office of the Managing Director and effective June 20, 2013. This
policy establishes the security policies, consistent with Federal regulations, mandates,
and directives for the protection of FCC data and information systems using a risk-based
approach.

5. Obtained and reviewed FCC Form A-201, entitled “FCC Computer System User Rules of
Behavior” revised in January 2006.

6. Obtained and reviewed [JJj’s FCC Outlook Mailbox.

Conclusions:

Our mvestigation did not substantiate the allegations. We found one email message that included
a link to a fundraising page for- that received from the- campaign.
responded to that email by requesting that il work email address be removed from the site. We
found several email messages from to FCC colleagues that included links to articles
about the campaign. However, we lieve that this activity (either using the
Commission’s network to search for articles on the campaign or forwarding links to these
articles) violates the Hatch Act or the Commission’s personal use policy. Thus, we did not find

evidence that sent any email message that could be construed as violating the Hatch Act
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REPORT OF INVESTIGATION (continuation sheet)

(e.g., soliciting contributions, allowing official title to be used in fund raising activities, engaging
in political activity, efc.).

We shared our conclusions with , Senior Legal Advisor (Ethics), Office of
General Counsel (OGC). agreed with the OIG conclusions.

eco endations

Based on our findings, we would recommend no further investigation into this issue at this time.
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UNITED STATES GOVERNMENT
FEDERAL COMMUNCIATIONS COMMISSION
OFFICE OF INSPECTOR GENERAL

MEMORANDUM

TO: David L. Hunt, Inspector General, Federal Communications Comunission

CC: -, Deputy Inspector General, Federal Communications Commission

FROM: [l Acting Assistant Inspector General for Investigations, )

Investigator

SUBJECT: [l (:CC Employee Time and Attendance)

DATE: September 8, 2014

Background

An anonymous allegation was made to

. According to -,
t- was not at work for approximately three (3) months.

F, who in turn passed the allegation to the
, CGB, has been ﬁven preferential treatment regarding time off

currently maintains a “high leave balance”

Review of time and attendance records as well as building access control badge records were
completed covering the [ien'ed from September 26, 2013 to December 31, 2013. The access
vity

control record show that

There was no badge acti

’s badge was used a total of 17 times in the above stated period.
m September 22, 2013 through December 31, 2014 except for
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REPORT OF INVESTIGATION (continuation sheet)

two days in November. The time and attendance records show that used a total of 474
hours of approved leave in the period using a combination of annual leave (176 hours), sick leave
(146 hours) and time-off award leave (152hours).

It should be noted that for the 17 days of badge activity found, did not complete. full
tour of duty by 17 hours and 33 minutes. (See attached excel spreadsheet)

Conclusion

Based upon the time and attendance records reviewed, it is reasonable to conclude tllat-
appropriately followed the rules governing leave. Thus, the allegation of preferential treatment is
without merit. However, based on the access control records, it appears 1hat- did not

complete.ofﬁcial tour of duty in the period under review.

Recommendations

Based on our findings,

Case Number: Case Title:

OIG-1-14-0035

OFFICIAL USE ONLY
LAW ENFORCEMENT SENSITIVE INFORMATION
FCC Office of Inspector General
Page 2 of 2



DATE: June 30, 2014

UNITED STATES GOVERNMENT
FEDERAL COMMUNCIATIONS COMMISSION
OFFICE OF INSPECTOR GENERAL

MEMORANDUM

TO: David L. Hunt, Inspector General, Federal Communications Commission

CC: -, Deputy Inspector General, Federal Communications Commission

FROM: _, Assistant Inspector General for Invcstigations,-, Investigator

sussecr: [

Background

On April 6, 2014 a written statement was provided to the Office of Inspector General Hotline in
which the writer, a former Commission employee, outlines various allegations involving whatl
feels are “serious management problem(s] at the FCC dealing with excessive and unreasonable
delays in regulatory actions that address new sources of spectrum interference” and ask the
Office of Inspector General to investigate “why [the] FCC has been so slow in resolving serious
problems with interservice radio interference” in two rulemaking proceedings.
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REPORT OF INVESTIGATION (continuation sheet)

Findings

On April 9, 2014 a redacted copy of the letter was forwarded by_ to
S R o BN 1y f: (ol ansesnrunt o e algations.
A response was requested within 60 days.

On June 11, 2014 a response was received from*, Deputy Bureau Chief,
Enforcement Bureau. The response indicated that management from the Enforcement Bureau,
Office of Engineering and Technology and Wireless Telecommunications Bureau reviewed the
complaint and provided the following:

At this time management believes no specific action by the FCC is needed to address the
complaint. The complaint alleges a number of harms to consumers and industry as the result of
two rulemaking proceedings; however, it provides no substantiated facts to support those
allegations, nor does it provide any evidence of wasle, fraud or abuse by Commission
employees involved in this rulemaking.

In any event, the Commission acted appropriately in both proceedings in balancing the effects
of specific actions on licensees, manufacturers and the public. Specifically, the complaint does
not accurately reflect the situation regarding signal boosters as it evolved over time. CTIA
submitted a white paper detailing several specific interference events that were investigated by
carriers and found to be attributable to non-compliant equipment. At the same time, the
Enforcement Bureau, working with CTIA, established a hotline for any additional interference
complaints that were investigated and resolved as the Commission became aware. All of the
instances of interference were found to be the result of equipment not authorized by carriers or
non-compliant equipment.

Subsequently, in response to Petitions from the industry, the Commission opened a rulemaking
proceeding to craft a set of rules that would provide for much needed signal boosters to provide
service to rural areas while also protecting the wireless networks from interference. This
proved to be a very contentious and complex undertaking. In seeking solutions, the
Commission engaged all parties, which ultimately resulted in a collaborative process to resolve
the issues to all parties’ satisfaction. Experience has shown that such a process may be lengthy,
but ultimately yields the best result and generally takes less time as it minimizes the potential
for reconsideration petitions and court appeals.
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REPORT OF INVESTIGATION (continuation sheet)

Conclusion

Based on the information contained in the response from the Burecaus involved with the issue it appears
that prudent, appropriate measures were taken (o deal with, and ultimately resolve, the complex policy
and technical issues that were raised in the complaint,

Recommendation

It is recommended that no further action be taken in this case.
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